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BBB institute launches new and improved Scam Trackersm
BY BBB INSTITUTE FOR MARKETPLACE TRUST

Scammers change their tactics constantly, taking advantage of new technologies and
world events. For that reason, it's critical everyone stay updated on the latest scam trends.
The BBB Institute on Marketplace Trust has launched a new-and-improved BBB Scam
Tracker, in partnership with Capital One and Amazon. This online reporting and prevention
tool makes it easier for individuals to identify and report scams. BBB Scam Trackersm has
saved consumers $31.4 million dollars in 2021 alone.
Try BBB Scam Tracker

8 questions to ask
before opening a bank
or credit union account
BY MILITARY SAVES

How to safely use
mobile payment apps
and services
BY AMERICAN BANKERS
ASSOCIATION

As of March 2021, there were 4,978
banks and 3,209 credit unions
nationwide. Both banks and credit
unions offer financial products that
include checking and savings
accounts and loans, but they do
have two major differences.
Whatever institution you choose,
make sure to ask these questions
about their checking and savings
accounts.

Online payment systems or apps
like Zelle, Venmo, and CashApp let
you quickly send and
receive money. If you link the
service to your bank account or
debit card, it's almost like handing
someone cash. Be sure you know
who you're sending money to. Once
you send money, it's nearly
impossible to get it back.

Read More

Read More

BBB Institute for Marketplace Trust and Amazon partner
on consumer education campaign to help people avoid
impersonation scams
BY BETTER BUSINESS BUREAU

In a recent survey conducted by the BBB Institute for Marketplace Trust, 54% of
respondents said the scammer claimed to be from a legitimate organization. Of those who
were targeted by impersonation scams, 50% said they were targeted by scammers
pretending to be a trustworthy business. In response, BBB has partnered with Amazon to
create an education campaign aimed at helping consumers spot impersonation scams
during the holiday season. Check out our web page for tip sheets, videos, and articles to
help you spot and avoid impersonation scams:
Read More

Avoid job hunting
scams
MILITARY CONSUMER

No legitimate company will ever
charge you money to get a job
or guarantee you a job only if you
pay. But job scammers will. Job
search services might charge, but
you'll want to do some research upfront to make sure you get your
money's worth.

Buying a new phone?
consider these tips
BY MILITARY CONSUMER

When buying a phone, research the
carriers, devices, and plans that
best fit your lifestyle. Talk to family
and friends, and search online to
learn more about others'
experiences.

Read More

Read More

Veterans: filing for benefits is free
BY FEDERAL TRADE COMMISSSION

Veterans Day is almost here and it’s a fitting time to honor veterans for their service. It’s
also a good reminder that scammers may be targeting you as a veteran. Of course, many
of the scams that impact civilians hit veterans as well. But scammers also try to get in your
good graces by emphasizing — maybe even stretching the truth about — their time in

service. They hope to gain your trust, so you won’t stop and ask questions about their
pitches.
Read More

A list of unexpected
costs associated
with buying a home
BY AMERICA SAVES

Don't get caught with unexpected
costs! Here is a list of unexpected
costs that you may not be aware of
when buying a home.

Read More

Homeownership
checklist
BY MILITARY SAVES

There are three phases of buying a
home: making a decision, preparing to
buy, and purchasing the home. Use
this checklist as a high-level overview
of what to focus on in each stage of
the home buying process.

Read More

Now that the student loan debt relief application is open,

spot the scams

BY FEDERAL TRADE COMMISSSION

The Department of Education's application for federal student loan debt relief is now open
and, of course, scammers are on the move - trying to get your money and personal
information. Luckily, there are ways to stop them, so keep reading to find out how to
protect yourself as you apply for relief.
Read More

BBB Tip: protect
yourself (and your kids)
from overspending on
mobile game in-app
purchases
BY BETTER BUSINESS BUREAU

Billions of smartphone owners use
their devices to play games. It's a fun and typically low-cost - hobby.
However, gaming revenue is growing.
Nearly one quarter of game
developers use in-app purchases, also
known as "microtransactions," to
enable players to spend real-world
currency on everything from new
outfits for their avatar to extra lives.
BBB offers tips to help you understand
and manage in-app purchases when
playing mobile games.

Read More

BBB Tip: how to spot
a misleading mobile
game ad before you
download the app
BY BETTER BUSINESS BUREAU

Fake gaming app ads have
become rampant in recent years.
They may feature videos that
have little (or nothing) to do with
the actual gameplay. Or make
misleading claims like "If you
score 400, you can go to
Disneyland."
Until we have rules against these
misleading ads, it's up to
consumers themselves to
evaluate whether they should
trust an ad and download the
promoted game. Here's how you
can spot fake gaming ads and
avoid downloading these apps:
Read More

Consumer Alert: have you been affected by a data breach?
BY FEDERAL TRADE COMMISSION

Hackers know a secret many of us share; we reuse passwords: Don't. That's one
takeaway from the FTC's case against online alcohol delivery platform Drizly.
Here's what to do after a data breach and why:
Read More

BBB Tip: fall home maintenance - get ready for winter
BY BETTER BUSINESS BUREAU

The air is getting cooler, and the leaves and cornfields are turning yellow. Fall is here. With
the change in weather comes a list of home maintenance that all homeowners should
tackle before the really cold stuff sets in.
BBB offers tips on preparing your home for the colder weather:
Read More

BBB RESOURCES
Learn more about additional organizations and partners that can help you
achieve your goals.
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