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OUR
VISION
A trustworthy marketplace where
consumers and businesses engage
and prosper
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OUR
MISSION
To educate and protect consumers,
establish best practices and ethical
standards for businesses, solve
complex marketplace problems, and
advance trust in the marketplace

WE DO THIS BY
 C
 reating and delivering consumer
education programs that address
scams, deceptive advertising, and
subpar marketplace behavior.
 D
 eveloping financial and digital
literacy initiatives for the general
public and the military community.
 C
 onvening experts and multiple
stakeholders to establish guidelines
and best practices.
 P
 roviding ethics education for
students, adults, businesses, and
industry associations.
 H
 onoring outstanding businesses as
marketplace role models.
 C
 onducting research that challenges
assumptions and delivers new
insights about how to address
marketplace problems.
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LETTER FROM THE CHAIR
In 2017, the Better

and businesses in communities throughout

Business Bureau

North America. One example is Smart Investing,

Institute for

a financial education and scam prevention

Marketplace Trust

program funded by the FINRA Foundation.

(BBB Institute)

More than 40,000 people have learned

remained focused

how to avoid fraudulent or unwise financial

on its core mission

schemes through the Smart Investing program.

to educate and

Furthermore, BBB Institute is assessing how

protect consumers,

to update and expand its programs based on

establish best practices and ethical standards

critical feedback provided by almost 50 BBBs

for businesses, solve complex marketplace

through one-on-one interviews conducted by

problems, and advance trust in the

our team in late 2017.

marketplace. This year we continued expanding
our programmatic offerings, introduced

Our BBB Scam Tracker program aims to combat

groundbreaking research on marketplace

scams by empowering consumers to report

fraud, and recruited new talent to ensure we

them in real time via our easy-to-use online

are in a strong position to build a trustworthy

tool. Scams reported to BBB Scam Tracker grew

marketplace for businesses and consumers.

46 percent in 2017. Published scam reports are
made available through a searchable database

As the 501(c)(3) educational arm of the Better

and heat map, providing the general public with

Business Bureau (BBB), BBB Institute develops

timely updates on scams being perpetrated in

and delivers the programs, research, and tools

their communities. Consumers tell their own

that advance work in the following areas:

stories, shedding light on the techniques used






by scammers, why people fall for the scammers’

Consumer education and scam prevention,
Financial and digital literacy,
Ethical business practices, and
Marketplace research.

pitches, and how they detect or fail to detect a
scam.
Data from BBB Scam Tracker has enabled us
to publish groundbreaking research about

Our national and community-based work aims

marketplace fraud that has brought to light

to unmask scams and deceptive advertising

a number of trends that run counter to

that prey on consumers and put responsible

prevailing assumptions. For example, Cracking

companies at a disadvantage.

the Invulnerability Illusion, published in 2016,
shared that millennials fall victim to scams more

Paramount to our success is our network of

frequently than older generations, but seniors

BBBs. BBB Institute works with BBBs to deliver

have the highest median financial loss as a

programs aimed at educating both consumers

result of a scam. In March 2017, BBB Institute
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published the first BBB Scam Tracker Annual

of Michigan School of Information. With our

Risk Report, which challenged the traditional

partners, we are conducting roundtables led

quantitative calculation of risk, offering a

by academics, public policy professionals,

three-dimensional model that not only looks

data technologists and other thought leaders

at exposure, but also at susceptibility and

in the industry. The insights and research will

monetary loss to determine risk.

be incorporated into the white paper, which
will suggest best practices that can provide a

The BBB Scam Tracker Annual Risk Report

practical road map for companies on detecting

received significant media coverage and

and mitigating bias in the algorithms that power

enabled us to reach more consumers with key

automated decision-making.

messaging about how to avoid scams and how
to share their stories if they are targeted. In

Central to supporting our mission is ensuring

October 2017, BBB Institute testified before the

funding sources are sufficient and sustainable.

Senate Special Committee on Aging on Capitol

BBB Institute secured new funding sources, and

Hill, where we shared timely data about the

established in-roads to future funding through

types of scams that are most frequently used to

partnerships to ensure it can serve the broadest

target older Americans.

audience with the greatest flexibility. It is part of
our movement towards a continuum of research

Our other BBB Institute programs continued to

and sustainable programming that enables us to

expand awareness and educate the public about

adjust as new challenges and obstacles present

everything from navigating the digital world

themselves to the ethical marketplace of today

safely to identifying misleading advertisements.

and tomorrow.

BBB AdTruth, which helps consumers recognize
and avoid misleading advertising, continued

2018 will be a pivotal and important year for

a public service campaign that has now been

us. The great work being done by our capable

viewed more than 237 million times. In 2018, this

staff ensures BBB Institute remains steadfast

program will also feature a consumer reporting

in reaching its goal of educating businesses

tool that will empower people to report

and consumers on Internet safety and literacy,

misleading or confusing ads. Submitted reports

financial literacy and scam prevention, and

will be used by local BBBs to review ads for

conducting research on ethics issues most

violations of BBB’s advertising standards.

important to consumers and businesses across
North America.

Finally, I am pleased to highlight a white paper
currently under development that will provide

Sincerely,

companies best practices for detecting and
mitigating bias in algorithmic decision-making.
This white paper is funded by Facebook, a
gold member of BBB Institute’s Corporate
Trust Roundtable and co-developed through
a partnership between BBB Institute, the
Brookings Foundation, and the University

Nicholas LaRusso
Chair, Board of Directors
BBB Institute for Marketplace Trust
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CONSUMER EDUCATION
& SCAM PREVENTION
BBB AdTruth
In 2017, BBB Institute expanded its efforts to

In 2017, the BBB AdTruth website was redesigned

increase awareness about potentially misleading

to better direct consumers to the information

advertising through the BBB AdTruth program.

and tools they need to differentiate between

The program teaches consumers about potential

honest and misleading ads. The new website

advertising abuses and empowers them to

utilizes videos, infographics, online quizzes and

report advertisements that could cause financial

other engaging tools that explain in detail how to

or personal harm due to false promises or faulty

identify misleading advertising tactics.

products.
A BBB AdTruth public service campaign was
launched in 2015 and continued through 2017.
Funded through a cy pres award provided
through the California courts and Google
Inc., the campaign educated consumers
through radio and television public service
announcements. The PSAs have aired more than
237 million times.
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BBB AdTruth Consumer Reporting Tool

BBB AdTruth Public Service Campaign

In addition to teaching consumers about

BBB AdTruth will build on the success of its

potentially misleading advertisements, BBB

public service campaign by continuing its focus

AdTruth will empower them to report these

on California consumers, thanks to funding

advertisements through a new online reporting

through the cy pres award. The public education

tool, to be launched in 2018. The easy-to-use tool

campaign aims to increase awareness among

will collect detailed information from consumers

California citizens regarding the special laws

about potentially misleading or confusing ads.

and regulations the state provides to those who

Reports are integrated into the BBB’s system-

fall prey to misleading advertising practices.

wide Ad Review program, where local Better

A California-targeted consumer education

Business Bureaus (BBB) investigate and work to

campaign will continue in 2018.

combat misleading advertising practices. BBBs
promote a trustworthy marketplace by working
with businesses to help ensure ethical and
truthful advertising and do the due diligence and
follow-up that is needed when advertisements
do not meet BBB standards.
Data provided through BBB AdTruth will
also provide insights for future research into
questionable advertising techniques. The
online tool will create a strong feedback loop
to connect consumer reporting of potential
advertising abuses, BBB Institute’s research, and
BBB Institute’s consumer education activities.
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AdTruth public service
announcements reached
local and national
media markets via both radio
and television, resulting in more
than 237

MILLION MEDIA
IMPRESSIONS.

Smart Investing
Smart Investing is BBB Institute’s landmark scam
education program that provides individuals
with the necessary tools and resources to
make informed investing decisions and avoid
fraudulent or unwise financial schemes. The main
offering under this program is “Outsmarting
Investment Fraud,” funded by a generous grant
from the FINRA Investor Education Foundation.
BBB Institute trains local BBB offices to deliver
the Smart Investing program in communities
across the country. BBBs learn how to conduct
the program and organize workshops and
campaigns in their services areas, and share
helpful information and resources on how
to make wise investment decisions. Through
dynamic in-person training, online resources,
and video documentaries, current and future
investors learn:

 Who fits the profile of a potential fraud
target,

 How to identify the persuasion tactics
fraudsters use,

 How to reduce risky behaviors by asking
questions and checking information, and

 Simple steps to take before making any
investment decision.
Since the program began in 2012, more than
40,000 audience members and countless others
have benefited from the program’s advice,
helping participants secure their financial future.
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BBB Military & Veterans Initiative
Military personnel are frequently targeted by

States through financial readiness workshops,

perpetrators of unethical and unscrupulous

local community events, and active engagement

business practices. BBB Institute’s Military &

with military consumers within their respective

Veterans Initiative delivers financial literacy and

service areas.

scam prevention knowledge to those who serve,
have served, and their families. Through the BBB

More than 10,000 military service members

Military Line consumer education program, BBB

participated in the program in 2017. The Trusted

Institute distributes financial literacy training and

Scout newsletter, distributed for free to BBBs

tips, fraud alerts, and smart investing resources

and the military community, provides news and

in an effort to equip military service men and

information about the latest scam trends, tips on

women with the tools they need to navigate an

savings and budgeting, and much, much more.

ever-changing and often complex marketplace.

The newsletter is distributed to almost 17,000

While services and educational resources

people each month.

are provided online, most local outreach is
performed by individual BBBs across the United

MORE THAN 10,000

military service members
participated in the program
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Digital IQ
The Digital IQ program provides consumers with

a short story about learning or teaching a digital

the practical knowledge they need to navigate

skill. During the 2017 BBB Assembly, the annual

the digital world safely and take advantage

gathering of BBBs from across North America,

of its benefits. In 2017, Digital IQ continued to

contest winners were debuted. Digital Aha!

work toward the launch of its Digital Inclusion

videos show users learning tasks such as how

campaign, which aims to inspire consumers

to utilize navigation apps on their smartphone,

to tell and share their own stories about those

narrow search terms, and connect to WiFi.

universal moments of discovery when a person
learns or teaches somebody else how to do

Digital IQ also continued its partnership with a

something new with technology.

writer from Science Magazine to do a series of
educational articles on the “World of Sensors,”

Digital IQ convened a contest across the BBB

which introduces readers to topics such as

network to share a “Digital Aha! Moment.”

connected cars and the Internet of Things.

Participants were asked to create a video telling
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BBB SCAM TRACKER
Scams and fraudulent business tactics are a growing
source of economic loss, and they negatively impact
both consumers and legitimate businesses. Scammers
undermine marketplace trust by unfairly competing with
real businesses, and they co-opt the trust of consumers
by posing as trustworthy businesses. This not only results
in significant monetary loss, it also inhibits the ability of
honest companies to conduct business effectively.
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In response to the rise in scams, the Better

In 2017, scam reports submitted by the public

Business Bureau introduced BBB Scam Tracker,

to BBB Scam Tracker rose 46 percent. For the

an online tool that enables consumers to report

first time, scam reports will be open to Google

scam activity in an effort to prevent others from

Indexing, beginning in 2018. For this reason, traffic

falling prey to similar cons. The easy-to-use tool

to BBB Scam Tracker is expected to increase

collects and presents scam data in a searchable

dramatically, resulting in more consumers using

online “heat map,” showing users the number

the tool and more submissions.

and types of scams and hoaxes reported in
their communities. BBB Scam Tracker offers
data-driven consumer alerts and tips based on
current information. Data are also shared with law
enforcement agencies for investigative purposes.

Scam reports submitted
by consumers to
BBB Scam Tracker rose

46% IN 2017
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BY THE NUMBERS

DATA FROM BBB SCAM TRACKER
Data provided through BBB Scam Tracker has

information than in its inaugural year, including

enabled BBB Institute to publish timely research

moving interviews with victims of the top ten

that provides meaningful insights into the scam

scams and the lessons they wanted to share

landscape. For the third straight year, BBB

with others. The report once again used the BBB

Institute used BBB Scam Tracker data to release

Risk Index, a three-dimensional measure of scam

timely research on scams. The 2017 BBB Scam

risk introduced in the 2016 report, to present its

Tracker Annual Risk Report compared data

findings. By combining three measures—exposure,

from the 2016 Risk Report to provide the latest

susceptibility and monetary loss—the BBB Risk

findings and insights about scams and scammers.

Index provides a far more meaningful measure of

This year’s Risk Report included more in-depth

the relative risk of a given scam type.

Snapshot of 2016 vs. 2017

2016

2017

%

Total Number of BBB Scam Tracker Reports

32,781

47,827

46%

% Susceptibility (i.e., % of reports that included $ Loss)

18.8%

15.8%

-16%

Median Dollar Loss

$274

$228

-17%

Phone

Phone

N/A

Credit Card

Credit Card

N/A

Top Means of Contact
Top Method of Payment

BBB Risk Index Formula
BBB SCAM RISK INDEX

=

Susceptibility and Median Loss by Age
25.0%

18-24

$180

EXPOSURE

X

SUSCEPTIBILITY

X

18.7%

25-34

$190

MONETARY LOSS

18.8%

35-44

$198
16.7%

45-54

$225
14.4%

55-64

$299
13.2%

65+

$380
%Susceptibility
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Median $ Loss

Means of Contact with $ Loss (%Total)

Payment Methods Used by Scammers (% Total)

Text
Message

2%

Other

Postal Mail

Money Order

2%

4%

3%

In-Person

5%

Cash

Online
Classified

5%

Check

5%

6%

Website

23%

Credit
Card

Other

Internet
Messaging

8%

6%

38%

Online
Payment
System

Social
Media

8%

Phone

13%

Prepaid
Card

23%

9%

Email

17%

Wire
Transfer

11%

Bank
Account
Debit

12%

Top 10 Riskiest Scams of 2017
#

Scam Type

BBB Scam Risk Index

% Exposure

% Susceptibility

Median $ Lost

1 (4)

Online Purchase

30.9 (23.0)

9.7% (8.4%)

72.5% (74.1%)

$100 ($101)

2 (6)

Investment

25.6 (19.8)

0.5% (0.6%)

50.8% (51.0%)

$2,310 ($1,800)

3 (3)

Employment

24.6 (25.8)

5.1% (6.3%)

13.8% (16.7%)

$800 ($671)

4 (5)

Advance Fee Loan

22.7 (22.4)

2.2% (3.3%)

38.9% (36.4%)

$600 ($510)

5 (2)

Fake Check/
Money Order

21.3 (25.9)

2.3% (3.1%)

14.2% (15.8%)

$1,488 ($1,471)

6 (1)

Home Improvement

18.9 (26.8)

0.8% (1.0%)

44.9% (53.4%)

$1,255 ($1,400)

7 (8)

Tech Support

16.5 (12.0)

4.8% (4.8%)

26.4% (22.9%)

$300 ($299)

8 (12)

Travel/Vacation

10.2 (10.8)

5.4% (0.9%)

3.7% (38.0%)

$1,184 ($847)

9 (9)

Family/Friend
Emergency

9.6 (11.2)

0.7% (0.8%)

10.3% (18.8%)

$3,000 ($2,174)

10 (11)

Government Grant

9.4 (11.1)

4.1% (4.8%)

10.3% (9.6%)

$500 ($650)
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The 2017 Risk Report garnered a substantial
media piece on CBS Evening News and CBS This
Morning and dozens of additional stories. BBBs
across North America distributed the report,
resulting in significant local media coverage.

2017 BBB Scam Tracker Annual Risk Report:

New Trends in Scam Risk

1
bbb.org/scamtracker | BBB SCAM TRACKER ANNUAL RISK REPORT 2017

BBB Scam Tracker Data Presented
During Senate Hearing
In response to the widespread robocall problem,
and thanks to valuable insights provided by the
2016 BBB Scam Tracker Annual Risk Report,
BBB Institute President Genie Barton was invited
to testify at a hearing before the U.S. Senate
Special Committee on Aging in October 2017.
Ms. Barton shared timely data regarding the
types of scams that are most frequently used to
target older Americans. Additional research on
scams is planned for 2018, enabling BBB Institute
to continue contributing to the dialogue in this
important area.
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Additional Marketplace Research
In 2016, BBB Institute surveyed consumers in

The results of this research were published in

the United States and Canada to identify the

a groundbreaking 2016 BBB Institute paper,

stereotypes and misperceptions around scam

Cracking the Invulnerability Illusion: Stereotypes,

victimization that are a barrier to effective

Optimism Bias, and the Way Forward for

outreach and targeting of at-risk populations.

Marketplace Scam Education, which reframed

Using survey data and data gathered through

the way consumer advocates and educators

BBB Scam Tracker, the findings revealed that

approach this problem. The report promotes a

contrary to widely held beliefs, millennials

new paradigm in fraud prevention education that

rather than seniors are most likely to have been

is both positive and empowering—citizen heroes

scammed.

can speak out and tell their stories to help warn
others, while at the same time conveying the
message that scams can happen to anyone.
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BUSINESS ETHICS
The Center for Character Ethics
BBB Institute is committed to ethical business

school educators, students, and

leadership and trust in the marketplace and has

individuals, providing a proven

once again included the Center for Character

course of action for individual

Ethics (CCE) in its suite of programs available to

and business ethics that mirrors

businesses, large and small, and to local BBBs

the BBB Standards of Trust. They

across North America. The CCE provides the

include a BBB TRUST! Assessment

BBB enterprise with a research-tested model

for employees to evaluate their

and practical, easy-to-implement assessment

organization’s ethical culture,

tools that allow any business to evaluate their

professionally facilitated sessions,

knowledge and implementation of ethical

as well as useful resources to spark

business practices. This program is ideal for

conversations about ethics. BBBs also use a

business leaders who value the importance of

variety of other ethics-based programming,

positive ethics in shaping and growing today’s

including BBB In Pursuit of Ethics, which

enterprises.

is a scenario-based training program for

TRUST!

F R A ME WORK
F O R

O R G A N I Z A T I O N A L

professionals and students; Ethics in Action,
The Center’s offerings are designed for business

which is designed for Girl Scout groups and

leaders, secondary and post-secondary

other youth-based audiences; and Students of
Integrity scholarship awards.
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E X C E L L E N C E

(Madison, Wisconsin)
Big Data Ethics
Creating ethical rules for big data becomes
increasingly important as more and more

Honoring Outstanding Ethical Practices:
International Torch Awards for Ethics

crucial decisions in every field, including
employment, healthcare, advertising, and

The International Torch Awards were established

criminal justice, become driven by machine

in 1996 to promote ethical business practices,

decision-making. BBB Institute is working

heighten public appreciation of outstanding

on a project to create best practices around

businesses, and build trust in the marketplace.

the detection and mitigation of bias in

An independent panel of judges selects award

algorithmic decision-making. Funded

winners based on their engagement with their

by Facebook, a gold member of BBB

customers, the training and other benefits they

Institute’s Corporate Trust Roundtable, the

provide to their employees and their role as

project is being conducted jointly with the

responsible citizens of their communities. An

Brookings Institution and the University of

annual event honors the award winners and

Michigan School of Information. In the fall,

celebrates their achievements. To learn more,

BBB Institute and its partners co-hosted

visit https://www.bbb.org/council/international-

a day-long discussion in Washington, D.C.

torch-awards/.

with prominent academic researchers,
representatives of major corporations, and

The 2017 award winners were:



1 TO 10 EMPLOYEES:

Tri-City Transmission
(Tempe, Arizona)
11 TO 99 EMPLOYEES:

Coastal Payroll Services
(San Diego, California)

influential policy-makers to elicit their views
on the sources of bias, and how to detect
and mitigate them. Additional roundtable
meetings are planned for 2018. Following
these information-gathering events, BBB
Institute, in collaboration with its partners,
will draft a research paper that reports on
the findings and makes recommendations
on voluntary best practices for industry to

100 TO 499 EMPLOYEES:

improve detection and mitigation of bias in

Baker Electric Solar
(Escondico, California)

algorithmic decision-making.

500 OR MORE EMPLOYEES:

WPS Health Solutions
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2017
FINANCIAL
SUMMARY
Statement of Financial Position
as of December 31, 2017
2017

2016

$ 290,049

$ 124,808

30,000

95,000

-

122,710

$ 320,049

$ 342,518

Assets
Cash and cash equivalents
Accounts receivable
Due from affiliated organization
Total Assets

Liabilities and Net Assets
Due to affiliated organization
Accrued expenses
Total Liabilities

$

224,410

$

-

7,402

6,869

231,812

6,869

(180,939)

(180,939)

269,176

516,588

88,237

335,649

$ 320,049

$ 342,518

Net Assets
Unrestricted
Temporarily restricted
Total net assets

Total Liabilities and Net Assets
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Statement of Activities for the year ended
December 31, 2017 and 2016
2017

2016

$ 583,552

$ 385,189

595,291

4,875,868

354,628

382,605

1,533,471

5,643,662

1,130,653

5,293,160

282,980

381,170

119,838

2,116

402,818

383,286

1,533,471

5,676,446

-

(32,784)

107,216

415,389

(354,628)

(382,605)

Change in Temporarily Restricted Net Assets

(247,412)

32,784

Change in Net Assets

(247,412)

-

335,649

335,649

$ 88,237

$ 335,649

Unrestricted Net Assets
Revenue
Grants, contributions & others
In-kind contribution
Net assets released from restrictions
Total Unrestricted Revenue
Expenses
Program Services
Marketplace Trust
Supporting Services
Management & general
Fundraising
Total Supporting Services
Total Expenses

Change in Unrestricted Net Assets
Temporarily Restricted Net Assets
Grants & contributions
Net assets released from restrictions

Net Assets
Beginning of year
End of year
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BBB Institute for Marketplace Trust
3033 Wilson Boulevard, Suite 600
Arlington, VA 22201
bbbmarketplacetrust.org

