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October is National Cybersecurity Awareness Month
BY FEDERAL BUREAU OF INVESTIGATIONS

October is National Cyber Security Awareness Month, administered by the Department of
Homeland Security. This is the perfect time of year for individuals, businesses, and other
organizations to reflect on the universe of cyber threats and to do their part to protect their
networks, their devices, and their data from those threats. 

Read More

 

How to Remove Your
Personal Information

How to Protect Your
Phone From Hackers
BY FEDERAL TRADE COMMISSION
Your cell phone holds some of your
most sensitive personal information.

https://www.bbb.org/article/news-releases/27213-bbb-institute-its-military-consumer-%20month-and-online-shopping-scams-are-rising
https://www.fbi.gov/news/stories/national-cyber-security-awareness-month
https://www.nfcc.org/resources/blog/how-can-i-repair-my-credit-the-right-way/
https://www.consumerfinance.gov/about-us/blog/protecting-servicemembers-from-abuses-of-the-military-allotment-system/


When You Get Rid of
Your Phone
FEDERAL TRADE COMMISSION
If you’re going to upgrade, sell, give
away, or recycle your phone, follow
these steps to remove your
personal information from it
beforehand

Read More

Things like your passwords and
account numbers, emails, text
messages, photos, and videos. If
your phone ends up in the wrong
hands, someone could steal your
identity, buy stuff with your money,
or hack into your email or social
media accounts. Here's how to
protect your phone. 

Read More

Is the Investment a Scam? Check the Scam Meter
BY FINRA

We've all heard the timeless warning "If it sounds too good to be true, it probably is." It’s
great advice, but the trick is figuring out when "good" becomes "too good." And if you have
a good salesperson—or worse, a dishonest one—it gets really hard.

While there's no clear way to know, in just four questions our Scam Meter will help you tell
if an investment you are thinking about might be a scam.
. 

Try It Now

  

https://consumer.ftc.gov/articles/how-remove-your-personal-information-you-get-rid-your-phone
https://consumer.ftc.gov/articles/how-protect-your-phone-hackers
https://tools.finra.org/scam_meter/


BBB Scam Alert: How
to Spot an
Impersonator in Your
Text Messages
BY BETTER BUSINESS BUREAU
Scammers have long used social
media to impersonate people you
know and trust, but recently they’ve
been using a new tactic: text
messages with a spoofed caller ID.
This scam can be hard to spot at
first glance, so watch out for the
warning signs. How the scam
works:

Read More

BBB Scam Alert:
Cryptocurrency Scams
Take to TikTok
BY BETTER BUSINESS BUREAU
Money-flipping cons have long been
popular on Instagram and Twitter.
But as TikTok’s popularity grows, so
do the con artists. Watch out for this
TikTok scam, which promises to turn
a few hundred dollars’ worth of
cryptocurrency into thousands in no
time at all. BBB is seeing many new
reports in BBB Scam
Tracker related to this money-
flipping scam. Here’s what you need
to know.

Read More

   

Privacy Best Practices
for Veterans 
BY VA OFFICE OF INFORMATION AND
TECHNOLOGY
The VA has created a short video of
steps individuals can take to better
protect their data, inspire privacy
dialogue and showcase VA’s com
promoting privacy awareness widely. 

Watch Video

Responding to Identity
Theft
BY MILITARY CONSUMER
Identity theft can disrupt your life,
wreck your finances, and even lead
to the loss of your security
clearance. Here are some tips you
should know: 

Read More

https://www.bbb.org/article/scams/20661-big-festivals-and-seasonal-events-fabulous-fizzled-or-fake
https://www.bbb.org/article/news-releases/27632-bbb-scam-alert-thats-not-your-mom-texting-how-to-spot-an-impersonator-in-your-text-messages
https://www.bbb.org/article/scams/27185-bbb-scam-alert-get-rich-quick-scheme-uses-deepfake-technology-to-impersonate-elon-musk
http://www.bbb.org/scamtracker
https://www.bbb.org/article/scams/27566-bbb-scam-alert-cryptocurrency-investment-scams-take-to-tiktok
https://www.youtube.com/watch?v=OLT-HOUwbh4
https://www.militaryconsumer.gov/protect/best-practices-empowered-consumers/responding-identity-theft


Protect Yourself From Scams
BY CAPITAL ONE
Scammers use different tactics to get victims to fall for their schemes. In some cases, they
can be friendly, sympathetic and seem willing to help. In others, they use fear tactics to
persuade a victim. Learn about the different scam tactics, and what to do if you suspect
suspicious behavior. LEARN MORE.

Read More

Smishing: Package Tracking Text Scams
BY UNITED STATES POSTAL INSPECTION SERVICE
Have you received unsolicited mobile text messages with an unfamiliar or strange web link
that indicates a USPS delivery requires a response from you? If you never signed up for a

https://www.finra.org/investors/insights/fake-online-hiring-scams
https://www.capitalone.com/digital/scam-education/
https://www.militaryconsumer.gov/blog/new-veterans-finding-your-civilian-career


USPS tracking request for a specific package, then don’t click the link! This type of text
message is a scam called smishing.

Read More

BBB Tip: Protect
Yourself From "Storm
Chasers" After a Natural
Disaster
BY BETTER BUSINESS BUREAU
Natural disasters like storms,
tornadoes, hurricanes, flooding, and
wildfires often bring out the best in
people, as strangers reach out to help
others in need. Unfortunately, the
aftermath of a crisis also brings out
contractors taking advantage of those
who have already been victimized.
Better Business Bureau is warning
homeowners affected by natural
disasters to beware of “storm chasers”
and out-of-town contractors soliciting
business.  

Read More

BBB Tip: False
Advertising, Price
Gouging is Unfair,
Illegal 
BY BETTER BUSINESS BUREAU
People often find that the cost of
high-demand items skyrockets
during times of emergencies such
as ice storms, a severe cold snap,
power outages, hurricanes, floods
or other types of disasters. Better
Business Bureau often receives
reports about the frequency of
scams involving sought-after
items, such as face mask scams
during the coronavirus pandemic,
or high prices on gas, water, or
hotel rooms after a natural
disaster.  

Read More

 

https://www.uspis.gov/news/scam-article/smishing-package-tracking-text-scams
https://www.bbb.org/article/tips/1489-bbb-tip-protect-yourself-from-storm-chasers-after-a-natural-disaster
https://www.bbb.org/article/news-releases/18491-bbb-warning-price-gouging-is-illegal


BBB Accredited Charities Addressing Hurricanes and
Disaster Relief
BY BETTER BUSINESS BUREAU

To assist donors seeking to support relief efforts for those impacted by either Hurricane
Ian and/or Hurricane Fiona, BBB Wise Giving Alliance is providing the following giving tips
along with a list of BBB Accredited Charities (i.e., those that meet all 20 of the BBB
Charity Standards) that are engaged in disaster relief activities. 

Read More

 

BBB RESOURCES
Learn more about additional organizations and partners that can help you

achieve your goals.

Learn more

  

 Brought to you by BBB Institute for Marketplace Trust

BBB Military and Veterans Initiative
We help military service members, veterans and their families protect their assets, plan for the future, and
prosper in a trusted marketplace. BBB.org/Military
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https://www.give.org/charity-landing-page/news-and-updates/bbb-accredited-charities-addressing-hurricane-disaster-relief
https://www.bbbmarketplacetrust.org/story/39093573/military-and-veterans-consumer-information-page
http://bbb.org/Military
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